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Executive Summary
Conversations about supplier risks are becoming more urgent as finance teams discover the full extent of 
their supplier-risk exposure. Their level of concern is growing.

In this survey of finance leaders conducted by Purchase to Pay Network, in partnership with FISCAL 
Technologies, we found that current procure-to-pay risk protection is still largely transaction-oriented and 
tactical. We see that basic checks are being relied upon by most, with few organisations complementing 
their invoice processing with supplier checking.

Many recognise that fraud risk is increasing, and most acknowledged that increasing their supplier checks 
would be of value. However, despite this, the majority surveyed are relying on one-off, new supplier due 
diligence and ad-hoc checks to protect themselves from supplier-related risks. 

Although increasing risks are acknowledged, the barriers to Accounts Payable and Procure-to-Pay team 
performance improvements were clearly identified as high levels of exceptions and excessive time taken 
responding to queries.

Further survey results include the risks associated with purchasing cards, and the impact of Covid-19 on 
fraud, processing risks, and compliance issues. Finally, this report gives recommendations for building upon 
controls already in place, adding strategic value to accounts payable, procure-to-pay, and shared service 
operations.
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Validating suppliers
When asked about a wide range of factors they validate among 
their suppliers, survey respondents made “Bank details changes”, 
“Duplicate suppliers”, and “VAT verification” their top three choices, 
with 16.3, 14.6 and 13.5 percent respectively affirming those factors 
as the most frequently applied controls. 

Do you check your suppliers for the following:

It’s apparent that the three checks most frequently 
carried out are the same basic controls that have 
been in place for decades. While these established 
checks are useful, few organisations are currently 
carrying out more preventative forms of risk 
protection by checking their suppliers thoroughly.

For example, relatively few survey respondents 
check for suppliers appearing on sanctions lists 
(6.7%), Environmental, Social and Governance 
(ESG) compliance (5.6%), or connections with 
politically exposed persons (PEP) (2.2%). 

These checks are more complex to perform but 
pay dividends in the long run: once a sanctioned 
supplier has been identified and deactivated, any 
future transactions with such high-risk suppliers 
will be prevented entirely.

With increases in legislation and penalties, and risk 
levels in general, conducting checks for all types 
of P2P risks enable AP/P2P teams to deliver more 
value—raising their profile in the Finance function 
and the organisation as a whole.



Copyright © 2022 PPN® All rights reserved. 4

Frequency of checks
A follow-up question reveals a more worrying side to supplier checks 
- namely, that they don’t happen very often. When asked, “Typically 
how often do you check the [factors] above?,” most respondents said it 
happened only during supplier onboarding, with “annually” yielding 14%, 
“monthly” 5%, and “daily” a mere 4 percent. 

The survey also shows that after initial checks on suppliers conducted 
during onboarding, ad-hoc checking is the second most common 
approach – indicating a low priority or lack of resources for checking 
supplier compliance before raising a PO with them.

AP teams are the ones most commonly responsible for 
the ongoing maintenance of supplier details. This is 
no doubt due to the team’s regular contact with 
suppliers, where changes of address, bank details, 
or contractual terms are generally received.

Typically how often do you check the above?

Which team maintains your 
master supplier file after the 
onboarding process?
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Barriers to  
P2P performance
Leaders in AP, P2P, and shared service centres were asked what 
stood in the way of better team performance. The vast majority of 
respondents said that transaction processing obstacles hamper their 
team’s performance the most.

With the three leading issues identified, there is a clear indication that operational 
issues continue to hold back AP/P2P teams. 

The prominence of these three responses 
suggests a need to remove as many such recurring 
exceptions as possible, allowing AP/P2P teams to 
rise above the tedium of routine invoice processing 
and perform higher-level value-adding activities.

As seen later in the survey, organisations 
see value in increasing their protection from 
supplier-related risks. But with so much of the 
AP team’s time consumed by the operational 
inefficiencies shown here, and updating supplier 
details, this opportunity is largely being missed.

Which of the following are barriers to your AP team performance?
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Covid impacts
The survey probed the degree to which survey takers felt 
the Covid-19 pandemic had impacted the P2P process, 
beginning with whether respondents believe that “Covid-19 
and the change to working conditions have increased the 
level of fraud, risk and compliance issues in your procure-to-
pay process?”

The survey found that 60% respondents gave the question a definitive 
“Yes,” while the remaining 40% responded with “No” or “Don’t Know,” 
pointing to a clear-cut perception of change related to the disruptions 
caused by the Covid-19 pandemic.

Do you believe that Covid-19 and the change 
to working conditions has increased the level 
of fraud, risk and compliance issues in your 
purchase-to-pay process?
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Citing a recent KPMG report1 stating that the number of fraud cases 
reaching UK courts doubled in the first half of 2021, another question 
queried survey takers about trends in instances of fraud or potential 
fraud in their procure-to-pay process.

More respondents felt that fraud or potential fraud had increased (“a lot” or “slightly”) 
during 2021 (36 percent) - than decreased (seven percent), while most (49%) thought 
things had remained “about the same.”

In your business, would you say the instances of fraud 
or potential fraud in your Purchase-to-Pay process have 
increased or decreased?

A related question found that that despite the recognition of increased fraud risk, only 
a few have introduced any additional anti-fraud checks into the P2P process - just 32 
percent of respondents, compared to 68 percent who stated “no” or weren’t sure. 
The mismatch between recognition of risk and additional checking being implemented 
indicates there are obstacles to remove before more fraud checking takes place.

Have you introduced any additional fraud-specific 
checks to your P2P process in the last 18 months?
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When asked an open-ended follow-up question about what those 
anti-fraud checks consist of, the survey takers’ answers were 
encouraging – proactive steps are being taken to reduce fraud.

While responses vary, many share the drawback of being manual controls and 
therefore difficult to scale, and only one-third of those answering questions about 
fraud risk specified steps taken. While awareness is growing and progress is being 
made, more still needs to be done to combat fraud.

If yes, what have you introduced?

• More limits and controls on procurement 
card purchases and centralised receiving of 
technology purchases

• Now checking against Company’s House 
and VAT records

• Calling suppliers to check any changes with 
a different person than the request 

• Transactional analysis before making 
payment

• Processes for updating supplier details. 
System side workflows and approvals 
added.

• A lower threshold for new supplier creation 
bank detail checks. 

• Automated bank account checking 
software, new ways of working, increased 
communication

• 4 stage approval process for payment runs

• Additional independent verification of 
supply master data and changes

• Checking of bank details for new suppliers 
verbally as well as verbally checking with 
managers on requests for payments

• Lowered the threshold on bank account 
checks for new suppliers and also 
increasing fraud awareness by hosting more 
training sessions. 

• Extra validation of bank detail requests to 
change.

• Additional checks using specialised 
software

• More robust confirmation process. 
Additional phone call to known contacts 
regarding changes to supplier information

• Our IT department implemented new 
automatic solution in order to identify 
phishing, spam and fraudulent e-mails

• Enhanced data quality checks to ensure our 
data collected is not fabricated

• Continuous transaction monitoring, 
specifically examining deviations below 
smallest threshold

• Additional check for supplier setups, 
validation of bank details changes. Email 
request for approval of invoices 
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Purchasing card concerns
When asked whether the use of purchasing cards or 
virtual cards (P-cards or V-cards) increased during the 
pandemic, 37% of respondents said their use increased 
while 47% said they didn’t.

Has the use of purchase 
cards (physical or virtual) 
increased during lockdown?

With an increase in usage, and only a 12% increase in misuse, a majority of 
55% believe they had no increase in P-Card misuse during lockdown. This 
indicates that P-Card controls were effective during changes to working 
patterns, unlike invoice processing2.

That said, the significant minority of 33% who either don’t know or don’t 
check their P-Card spend for fraud shows that more can be done to protect 
supplier spending through this convenient method.

Do you believe that there has been an 
increase in misuse of P-cards?
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Worried but confident
Attempting to quantify worries in AP, P2P, and shared service 
centres, a question regarding what’s likely to cause leaders to 
lose sleep identified supplier-initiated fraud as the most likely risk 
factor to keep responders awake at night, with 28% of the votes. 
Yet duplicate invoices (21%) and supplier-employee collusion 
(15%) were close behind. 

Within the context of suppliers, what risks keep you up at night?

Forming a small majority, 42% of survey respondents stated they are unable to identify the 
top ten suppliers responsible for duplicate, fraudulent, incomplete, or incorrect invoices, 
pointing to gaps in relevant knowledge about where time and money may be lost.

Are you currently 
able to identify the 
top 10 suppliers 
that send duplicate, 
fraudulent, 
incomplete or 
incorrect invoices?
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Despite the preceding question about supplier fraud and invoicing 
indicating a cautious level of confidence, responses about regulatory 
compliance show a much higher level of confidence.

65% of survey respondents highly rated their confidence that they are not in breach of 
any regulations related to suppliers (between 1 and 3 on a scale up to 10). 

How confident are you that you’re not in breach of any regulations 
in relation to your suppliers and your master supplier file? 

As a clear summary of all supplier-related checking questions, when 
asked about the value of expanding their supplier checks, the majority 
agree that this would be worthwhile.

Do you see value in 
increasing the scope 
of your supplier-
based checks?
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There is good news in that 59% of those surveyed stated that 
their supplier contracts include responsible labour practices 
(including minimum wage pay, child labour, modern slavery and 
unreasonable hours).

Do your supplier contracts 
include responsible 
labour practices (including 
minimum wage pay, child 
labour, modern slavery and 
unreasonable hours)

When asked to rank the drivers for their checks and controls, 
respondents indicated that AP overall is still driven by traditional forces.

As expected, protecting an organisation’s cash is the highest priority, followed closely 
by its reputation. Priorities reduce for threats from third parties, regulations and 
political forces. This suggests that although there is some awareness, the risk from 
external factors such as ESG compliance are not considered a priority or tangible 
enough yet.

How important are the following drivers for carrying out 
supplier checks? 1 = most important 
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Summary
Survey responses show a cluster of operational issues like processing exceptions, too-slow approval 
process, and the time required to respond to suppliers’ queries as the key barriers to better AP team 
performance.

We see that while many organisations are carrying out routine checks on bank details changes, duplicate 
suppliers, and VAT verification, few are conducting many higher-value supplier checks that could eliminate 
high-risk transactions in the future. Is this due to the excessive time being consumed processing invoices?

Though 60% of survey takers believe the Covid-19 pandemic caused an increase in fraud, risk, and 
compliance issues, only a few have introduced additional anti-fraud checks. And the steps they have taken 
are mostly manual, making them difficult to scale up.

These insights clearly show that AP and P2P teams are working hard to protect their cash and processing 
efficiency. But more needs to be done. Most respondents (59%) cannot identify their top-10 worst suppliers 
for submitting duplicate, fraudulent, incomplete or incorrect invoices, only 31% have introduced additional 
fraud checks in the last 18-months, and only 5% check their supplier compliance monthly.

The positive takeaway from this year’s survey is the awareness of additional controls and protection 
available: 86% of respondents believe there is, or may be, value in increasing their supplier checks. 
Furthermore, checks made earlier in the P2P cycle that can have a more substantial impact on protection 
- such as checks to identify suppliers in breach of sanction list and ESG compliance - feature in 15% of 
responses, a figure we expect will continue to rise in the coming years.

FISCAL Technologies Recommendations
Throughout the survey responses, the opportunities to improve controls and protection for Accounts 
Payable and Procure-to-Pay teams have become apparent. The good news is that the measures already in 
place remain valid and can be built upon to better protect organisations from contemporary risks.

By moving risk detection up the procure-to-pay value chain, two benefits can be achieved. Firstly, instead of 
analysing only invoices, by also analysing suppliers, the source of many transaction risks can be removed at 
source.

Secondly, where AP teams have shown that they are hampered by repetitive exception handling consuming 
too much time, a more preventative approach makes time available to work on higher-value activities. 

Looking further ahead, AP/P2P teams operating proactive risk detection are able to contribute to strategic 
objectives such as environmental, social and corporate governance (ESG) in their supply chain. While few 
regulations currently exist in this area, ESG compliance is a hot topic and will become more significant. 
Continuous forensic analysis of suppliers and their transactions with an ESG lens allows AP/P2P teams to 
raise their profile above financial operations.

We urge AP/P2P teams to identify similarities between the survey results and their organisations. This 
will help map out the path to best-in-class levels of protection and build the business case for upgrading 
controls and protection. 



About Purchase to Pay Network 
Purchase to Pay Network (PPN) is a trusted community network of more 
than 15,000 key decision makers in the finance, procurement, supply 
chain sectors across a variety of different industries.

With daily news, weekly roundups, webinars, primary research and 
surveys, roundtable events, annual summit and awards, PPN provides a fantastic networking 
opportunity. PPN offers a home for professionals who want to stay up to date on all the latest 
finance, supply chain and technology developments.

About FISCAL Technologies
FISCAL Technologies is the leading provider of supplier risk intelligence 
solutions that empower progressive finance teams across the globe to 
protect organisational spend.

Our award-winning software and services use forensics and AI to 
provide a unique view of supplier risk. We continuously protect working capital and increase 
profitability, while defending against reputational and financial risks and maintaining 
regulatory compliance.

Since 2003, FISCAL has processed over 1 billion transactions with a value of over £5 trillion in 
spend and is relied on by leading private and public sector organisations.

About the survey
Conducted during December 2021, 73 senior Finance managers were surveyed. The survey 
was conducted by PPN in partnership with FISCAL Technologies. 

Sources
1. “Volume of fraud cases hitting UK courts has doubled” 

2. “How Covid-19 has changed accounting for the better” 
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